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(5
m Cryptography is an old science (more than 3’000 years!)

= The diffusion of digital devices and network connectivity
boosted the amount of information shared

m We encrypt the communication, but not the processing!
m How to access / provide services respecting privacy?
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An Example: Zero Knowledge Proof (ZKP)

(0
m Goal: to prove that the assertion “a” is true without
revealing information on why it is true (actually, without
revealing any additional information at all)

m ZKP is not a 100% proof, but gives a very high probability

m Satisfies thee main criteria: Soundness, Completeness,
and Zero-knowledge
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Example: Ali Baba cave

(5
m Peggy (prover) and Victor (verifier)
= Peggy knows the magic word to open the door in the cave
= Victor wants to know if Peggy indeed knows the word
m Label the paths from “A” and “B”
m Victor, randomly select the path

m Repeating the experiment, Peggy can always return from
the correct path only if she knows the the magic word
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Example: Ali Baba cave

= Sound: Answer based on valid reason (if Peggy was
guessing, the correct path would be selected only 50% of
the time

m Complete: Probability of Peggy correctly guessing is lower
m Zero-knowledge: Victor does not know anything additional
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Other Privacy Preserving techniques

(0
m Differential privacy
m Distributed learning
m Private computation
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Differential privacy

(O
Goal: preserve output privacy

m Adversaries cannot reconstruct input data analyzing the
statistics of the output data

m Differential privacy reduces the risk to reconstruct input
data by adding noise to the data (input or output data)

m The amount of information that can be recovered is
bounded

= Noise is added to guarantee this bound
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Distributed learning

m Protocols to train a model keeping the data private

= Two main protocols: Federated Learning and Split
Learning

m Federated Learning: each party has a copy of the network
to train; each perform training locally and send the gradient
to an authority; the authority agregates the gradients and
provide updates for the local networks

m Split Learning: the full network is split at a specific layer
into smaller portions that are trained separately on the
central authority and at each party with local data. Parties
perform forward propagation up to the split and send the
result to continue the forward propagation,and the back
propagation up to the cut, where the gradients are sent to
the parties for updating their networks.
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Private computation

(0
= Techniques to compute on data securely
= Secure Multiparty Computation (SMPC)and
Homomorphic encryption (HE)
m HE allows to perform computation on encrypted data.
m SMPC are usually based on “secret sharing”: each party

holds a piece of computation that they use to perform their
larger computation.
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Homomorphic encryption: CKKS

(5
m Encode a vector of values into a plaintext polynomial
= Encrypt using a public key
m CKKS provides: addition, multiplication and rotation
= Build a “circuit” to compute using the operations provided

m Creating correct and efficient circuits is not straightforward,
but theoretically there is no limit to the computations

m Perform the computation

m Decrypt the results with the secret key will give us the resul
of the function

v
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Homomorphic encryption: TFHE

.
m Fast Fully Homomorphic Encryption Library over the Torus

m The security of the scheme is based on a hard lattice
problem called Learning With Errors

= Very fast bootstrapping

= No restriction on the number of gates or on their
composition.

m Suitable with either manually crafted circuits or
automatically generated ones
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Is it Practical?
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Practical CKKS—TFHE starts with the polynomial engine

TFHE BlindRotate
non-linear / LUT

CKKS RLWE ModulusSwitch
precision + packing =+ SampleExtract

refreshed
CKKS RLWE
NTT / INTT is the recurring hardware primitive
RNS limb-wise polynomial multiplication re-
duces O(N?) to O(N log N), but creates heavy
modular-arithmetic and data-movement pressure.

~¢— Packing + Rescale

Practical tension: CKKS provides
high-precision packed arithmetic, while TFHE
is attractive for non-linear evaluation. The
hybrid path is only practical when the
polynomial engine is made fast enough.
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Our work’s pa-
rameter point

N = 8192 polynomial
degree

log Q =~ 196 bits

32-bit RNS limbs,
L~6

full packing: n = 4096
slots

Target: one commodity
UltraScale+ FPGA,

standard DDR4, no
HBM.



NTT implementation: make the datapath compute-bound

RD ‘ ntt_buffelj ‘

—— — A /

Stage 2i

Pease—Stockham pipeline: local distributed RAM is

used as dual-buffered ping-pong storage between stages.

Leaf-level hardware choices

m 32-bit Barrett multiplier: 4
DSP, 10 cycles.

m Fused Add/Sub: 2 DSP, 3
cycles.

The read/write loop remains inside the deep pipeline, ® DSP cascading + constant

eliminating the memory-latency stall loop.

250 MHz target; about 12.25 Th/s local
on-chip data movement.
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shift/add reduction + fused
C-port subtraction.

m Limb—lane compute blocks keep
arithmetic close to local
memories.



Performance is strong — but the FPGA is already dense

NTT th hput, full- ision load
roughpu ull-precision loa 553.39 GOPS  NTT arithmetic throughput

(N =8192)
This work I 577.4

17.5 1S fiattened BlindRotate per LWE

HEAX
ESC-NTT 16 MB on-chip memory; DDR4 external

HEAP

Poseidon Solved: premium HBM is no longer required; the NTT
becomes quasi-compute-bound.

0 200 400 Exposed: the critical engine now occupies a very large
fraction of FPGA logic and DSP resources. A transient
error can spread across many coefficients before software

Resource Used util. sees it.

LUT 979,404  82.84% B

BRAM 1,280  59.26% Next practical bottleneck: fault
URAM 385  40.10% propagation inside the NTT datapath.
DSP 6,150 89.91%
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NTTs are diffusion circuits: one bitflip gets a “blast radius”

Cooley—Tukey DIT Gentleman-Sande DIF

> 4

% o
w‘/ ~oy ¢ b o 7 ‘;U
Fault at stage m: corruption funnels toward ~Same damaged-output count, but the funnel is
higher-order index bits. reversed toward lower-order bits.
Fault surfaces: registers/buffers; modular
C . 210g2 N—m arithmetic; index/address/routing logic; and the

. central FSM/control signals.
Number of corrupted outputs after a transient

at stage m in the radix-2 model.

Implication: ECC-protected memory is not enough. Arithmetic, routing, addressing and

control paths jointly determine whether a local upset becomes silent ciphertext corruption.
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Heterogeneous FIM: cheapest checker for each fault class

N

‘ 1. Multiplier: Mod-3
Bit-sum residue signature detects

/43 multiplier faults with zero extra
dmult mod3 |}
g DSP.

£
3:‘ modadd
% 2. Add/Sub + routing: ABFT

B N/2P %p Aggregate syndrome tree checks
butterfly relations, address/index

thot TMR | [DMR Addr n}% ABFT o behavior, and locates the bad lane.

Principle: decouple verification of linear and non-linear
paths, then share the expensive recovery hardware.

me

3. Recovery: one shared multiplier
The flagged lane is recomputed on
the fly, shrinking redundant multipli-
ers from N/2 to 1.

4. Control protection
FSM/state and address-control
checks complete the end-to-end
scope.
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single-bit closed; multiplier MBUs remain

99.84% 100% 45%

weighted end-to-end coverage SEU + SET detection / rectification reported worst-case penalty

10k Monte-Carlo fault iniections

70/20/10 sampling across fault-location Takeaways from these studies
categories; golden-vs-FIM output comparison. m  Performance work makes hybrid CKKS-TFHE
bootstrapping fast and HBM-free by concentrating
Fault Cat.1 Cat.2 Cat.3 Cat.4 computation and reuse around NTT/INTT.
m  The fault work shows the systems consequence: the
SEU 100% 100% 100% 100% same dense NTT is a high-diffusion fault surface.
0, 0 0 0 m Heterogeneous checks avoid full duplication, but
SET 100% 100% 100% 100% multi-bit multiplier upsets remain the main corner
MBU  100% 92% 100%  100% case.

Residual SDC: a 2-bit upset in the multiplier can preserve the
Mod-3 residue and escape detection. The tested Add/Sub multi-
bit faults were still caught by the syndrome checks.
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Thank you for your attention!
SECURED
Scaling Up secure Processing, Anonymization and

generation of Health Data for EU cross border
collaborative research and Innovation

website: https://secured-project.eu/

Funded by
the European Union
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Practical Tutorial - Concrete Library

https://security.ucc.ie/cps-tutorial-concrete.ipynb
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