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Abstract Background

Modern automotive systems are evolving into complex cyber-physical platforms, where traditional fixed-policy fault recovery
mechanisms prove insufficient against sophisticated faults and cyber-attacks. This work presents an anomaly detection framework for ‘
RISC-V-based automotive systems, combining Hardware Performance Counters (HPC) with additional hardware metrics to improve RISC

detection accuracy under realistic conditions. The methodology is validated by running FreeRTOS workloads on a full-system RISC-V
architecture with controlled fault injection using the CHAOS framework. A comparative analysis of sequence-aware and classical {?#
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machine learning models demonstrates that integrating temporal data significantly enhances detection, with the GRU-Autoencoder
showing the best trade-off between performance and computational efficiency for safety-critical scenarios. cem>dD
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Accuracy and F1 Score of various Machine Learning Algorithms Using HPC Only.
Isolation Forest K-Means KNN LOF SVM LSTM-Aut GRU-Aut MLP
S NS S NS S NS S NS S NS S NS S NS S NS
LOF SVM MLP
Fault Free [%] 94.99 99.67 9499 9499 8999 9499 9499 100.0 95.0 9891 94.99 \\ 9499 \\ 100.0 100.0
CPU Registers [%] 81.37 86.11 83.79 8299 84.64 84.68 85.38 39.29 85.34 386.28 84.11 \\  83.97 \\ 3543  69.5
L1D Cache [%] 94.48 98.28 97.79 94.4 98,54 9549 99.13 29.26 98.05 96.26 98.26 \\ 98.2 \\  25.54 90.27
L1l Cache [%] 94.69 98.44 97.64 9418 984 9546 99.05 29.56 98.07 96.25 98.12 \\ 98.03 \\ 25.78 98.64
L2 Cache [%] 91.6 98.58 93.46 9241 95.09 96.12 96.42 67.72 94.05 98.05 94.03 \\ 9384 \\ 65.2  95.21
Main Memory [%] 30.0 35.59 30.9 34.27 3049 3454 3244 3514 31.81 36.81 31.41 \\ 31.33  \\ 30.67 35.46
Overall F1 Score [0-1] 0.8 0.84 0.82 0.81 0.82 0.82 0.84 0 0.83 0.84 0.83 \\ 0.83 \\ 0 0.6

Accuracy and F1 Score of Various Machine Learning Algorithms on an Extended Set of Hardware Metrics.

Isolation Forest K-Means KNN LOF SVM LSTM-Aut GRU-Aut MLP
S NS S NS S NS S NS S NS S NS S NS S NS
Fault Free [%] 94.99 99.51 9499 9499 8999 9499 9499 100.0 95.0 9855 95.0 W\ 94.99 \\ 100.0 100.0
CPU Registers [%] 78.3 84.92 83.21 82.47 8499 85.19 85.21 39.29 85.38 86.47 83.85 \\ 83.91 \\ 35.43 39.51
L1D Cache [%] 90.79 96.05 97.38 94.11 9853 956 98.81 29.26 98.09 96.38 98.02 W\ 98.11 \\ 25,54 294
L1l Cache [%] 92.16 96.8 97.25 93.85 98.39 9554 9872 2956 98.09 96.35 97.87 \\ 9797 \\ 25.77 29.97

L2 Cache [%] 87.5 96.42 926 91.47 95.07 96.29 95.75 67.72 94.25 98.08 934 \\ 93.7 \\ 65.2  67.51
Main Memory [%] 28.78 34.91 57.15 57.79 71.72 83.47 77.65 3514 59.2  72.65 59.31 V7126  \\  30.67 35.26
Overall F1 Score [0-1]  0.77 0.82 0.87 0.85 0.9 0.92 0.92 0 0.88 0.91 0.88 \\ 0.9 \\ 0 0.01
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