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Intrusion detection: to ensure
authentication when the encrypted data
was sent by a trusted node
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i The component is based on TAKS2 scheme,

'a network topology-based scheme which: \
/

' provides passive security at link layeralongai ~--------=------- - - - - - — - —— - - -

' topology-based authentication with minimal : ,’T_h_e_s_cne_n_te_ works in two different _pnz;s_egz_en_cr_y,t_vt_io_n_ and c_le_c;y;?tic;n_, ‘the |

:performance overhead. : 'second of which implicitly carries out also Intrusion Detection functionality:
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o SN0 OVERALL SET-UP
'The component operates in the middle between Scenario #1: Non-real- ) ,

| : ] time processing . |Plant
idrone and rover communication towards the ——
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infrastructure. It has been integrated through Scenario #2: scquieiton —*muntm?/détecmr‘ Drones ]

Decryption

Real-time monitoring
and inspection

‘components that provide an integrated methodology @4@
'to implement ready-to-use accelerators from an
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Results
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‘The software developed is architecturally composed o ' s oo s I

:Of th ree dlffe re nt mOdU Ies: I ! ENCRYPT - PLAINTEXT: COMPADRONES :

. . . Include | ENCRYPT - SOURCE MAC: c627e5cd [
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. . . .« . 1 | l

I encryption and decryption functionalities; TAKS - |

I . . I Encryption took ©.002140 seconds to execute

i* TAKS: performs TAKS, executing the encryption, [ o ) |
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. decryption and authentication functions; | | !

. . «. . AES '

I\. AES: CO nta I n S th e AES Sta n d a rd p rl m Itlves /I : DECRYPT - CIPHERTEXT: d54+569bA58cd98ae5e8+t49dbd31d238 :
I DECRYPT - COMPUTED SOURCE MAC: c627e5cd |
| Decrypt DECRYPT - SOURCE MAC = COMPUTED MAC |

l \ : DECRYPT - MESSAGE DECRYPTED: COMPADRONES I

! Metric Measured ' :

. . I Decryption took 8.083264 seconds to execute
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I [ DEtECtion Decryption took ©.001720 seconds to execute
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