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Starring... 

Armando Tacchella – DIBRIS 

… and others who 
did not  fit the slide! 



Agenda 
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• Beauty and the Beast 
Formal methods vs. engineered 
systems 

 

• The Fantastic Four 
Diverse application domains where 
we tried to apply formal methods 

 

• Edge of Tomorrow 
Go formal, fail, repeat 
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Beauty... 

Static Analysis 

Model Checking 

Theorem Proving 

Decision Procedures 



... and the Beast! 
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Socio-technical 

Cyber-physical 

Integrated 

Connected 

Complex 

EMERGENT 
BEHAVIORS 



A Happy Ending? 
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Do Formal Methods  
tame the beast... 

... or maybe not? 



  The Fantastic Four 
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1. System Monitoring and Maintenance  

2. Predictability of Autonomous Systems 

– Analysis of Neural Nets (and similar stuff) 

– Safe Reinforcement Learning 

– Optimal Planning 

3. Security of Critical Infrastructure 

4. Computer-Automated Design 

 



  System monitoring and maintenance 
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Networks of multimodal terminals 

Locomotives 

HVAC units 



  System monitoring and maintenance 
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Ontologies to represent components 
and relationships among them 

Not suitable to «reason about the system» 

Cristina De Ambrosi, Cristiano Ghersi, Armando 
Tacchella: 
An Ontology-Based Condition Analyzer for 
Fault Classification on Railway Vehicles. IEA/AIE 
2009: 449-458 

https://dblp.uni-trier.de/pers/hd/a/Ambrosi:Cristina_De
https://dblp.uni-trier.de/pers/hd/a/Ambrosi:Cristina_De
https://dblp.uni-trier.de/pers/hd/g/Ghersi:Cristiano
https://dblp.uni-trier.de/pers/hd/g/Ghersi:Cristiano
https://dblp.uni-trier.de/db/conf/ieaaie/ieaaie2009.html#AmbrosiGT09
https://dblp.uni-trier.de/db/conf/ieaaie/ieaaie2009.html#AmbrosiGT09


  System monitoring and maintenance 
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Matteo Casu, Giuseppe Cicala, Armando 
Tacchella: 
Ontology-based data access: An application to 
intermodal logistics. Information Systems 
Frontiers 15(5): 849-871 (2013) 

Giuseppe Cicala, Marco De Luca, Marco 
Oreggia, Armando Tacchella: 
A Multi-Formalism Framework To Generate 
Diagnostic Decision Support Systems. ECMS 
2016: 628-634 

https://dblp.uni-trier.de/pers/hd/c/Casu:Matteo
https://dblp.uni-trier.de/pers/hd/c/Casu:Matteo
https://dblp.uni-trier.de/pers/hd/c/Cicala:Giuseppe
https://dblp.uni-trier.de/pers/hd/c/Cicala:Giuseppe
https://dblp.uni-trier.de/db/journals/isf/isf15.html#CasuCT13
https://dblp.uni-trier.de/db/journals/isf/isf15.html#CasuCT13
https://dblp.uni-trier.de/pers/hd/c/Cicala:Giuseppe
https://dblp.uni-trier.de/pers/hd/l/Luca:Marco_De
https://dblp.uni-trier.de/pers/hd/o/Oreggia:Marco
https://dblp.uni-trier.de/pers/hd/o/Oreggia:Marco
https://dblp.uni-trier.de/db/conf/ecms/ecms2016.html#CicalaLOT16
https://dblp.uni-trier.de/db/conf/ecms/ecms2016.html#CicalaLOT16


  Predictability of Autonomous Systems 
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  Adaptability, Safety, Performance... 
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ADAPTABILITY: 

Capability to adapt 
internal parameters in 
the case of mutating 
environment mantaining 
a given performance 

SAFETY: 

Assurance that a 
dangerous behaviour is 
never reached by the 
system 



  Analysis of Neural Nets 
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Neural Networks and other 
computational learning models are (or 
should become) commonplace in 
robotics and other autonomous systems 



  Analysis of Neural Nets 
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Interval arithmetics to consistently  
overapproximate activation functions 

Satisfiability Modulo Theory (SMT) solvers do the «dirty work» 



  Analysis of Neural Nets 
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Luca Pulina, Armando Tacchella: 
An Abstraction-Refinement Approach to 
Verification of Artificial Neural Networks. CAV 
2010: 243-257 

Luca Pulina, Armando Tacchella: 
NeVer: a tool for artificial neural networks 
verification. Ann. Math. Artif. Intell. 62(3-4): 
403-425 (2011) 

Luca Pulina, Armando Tacchella: 
Challenging SMT solvers to verify neural 
networks. AI Commun. 25(2): 117-135 (2012) 

https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/db/conf/cav/cav2010.html#PulinaT10
https://dblp.uni-trier.de/db/conf/cav/cav2010.html#PulinaT10
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/db/journals/amai/amai62.html#PulinaT11
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/db/journals/aicom/aicom25.html#PulinaT12
https://dblp.uni-trier.de/db/journals/aicom/aicom25.html#PulinaT12
https://dblp.uni-trier.de/db/journals/aicom/aicom25.html#PulinaT12


  More recently... 
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Citations of our CAV 2010 paper 
(source: Google Scholar) 

At some point the Machine Learning 
community realized that there might 
be a problem... 



  Safe Reinforcement Learning 
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Reinforcement learning has been out  
there for quite some time 

Recent advancements made 
it «fashionable» again 



  Safe Reinforcement Learning 
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Reinforcement learning is based on 
«trial and error» 
• Fruitful actions are rewarded 
• Wrong ones are penalized 

What if the robot breaks 
while trying? 



  Safe Reinforcement Learning 
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Markov Decision Problem 

State-to-action mapping Markov Chain 

Check the probability of reaching «bad» states with 
a probabilistic model checker 



  Safe Reinforcement Learning 
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Shashank Pathak, Luca Pulina, Armando 
Tacchella: 
Verification and repair of control policies for 
safe reinforcement learning. Appl. Intell. 48(4): 
886-908 (2018) 

Francesco Leofante, Simone Vuotto, Erika 
Ábrahám, Armando Tacchella, Nils Jansen: 
Combining Static and Runtime Methods to 
Achieve Safe Standing-Up for Humanoid 
Robots. ISoLA (1) 2016: 496-514 

Shashank Pathak, Erika Ábrahám, Nils Jansen, 
Armando Tacchella, Joost-Pieter Katoen: 
A Greedy Approach for the Efficient Repair of 
Stochastic Models. NFM 2015: 295-309 

https://dblp.uni-trier.de/pers/hd/p/Pathak:Shashank
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/pers/hd/p/Pulina:Luca
https://dblp.uni-trier.de/db/journals/apin/apin48.html#PathakPT18
https://dblp.uni-trier.de/db/journals/apin/apin48.html#PathakPT18
https://dblp.uni-trier.de/db/journals/apin/apin48.html#PathakPT18
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/v/Vuotto:Simone
https://dblp.uni-trier.de/pers/hd/v/Vuotto:Simone
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/j/Jansen_0001:Nils
https://dblp.uni-trier.de/db/conf/isola/isola2016-1.html#LeofanteVAT016
https://dblp.uni-trier.de/db/conf/isola/isola2016-1.html#LeofanteVAT016
https://dblp.uni-trier.de/db/conf/isola/isola2016-1.html#LeofanteVAT016
https://dblp.uni-trier.de/pers/hd/p/Pathak:Shashank
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/j/Jansen_0001:Nils
https://dblp.uni-trier.de/pers/hd/k/Katoen:Joost=Pieter
https://dblp.uni-trier.de/pers/hd/k/Katoen:Joost=Pieter
https://dblp.uni-trier.de/pers/hd/k/Katoen:Joost=Pieter
https://dblp.uni-trier.de/pers/hd/k/Katoen:Joost=Pieter
https://dblp.uni-trier.de/db/conf/nfm/nfm2015.html#PathakAJTK15


  Optimal Planning 
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  Optimal Planning 
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A formal model of the  
domain can be produced... 

The solution of the model can be encoded to  
Optimization Modulo Theory 



  Optimal Planning 
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Francesco Leofante, Erika Ábrahám, Tim Niemueller, 
Gerhard Lakemeyer, Armando Tacchella: 
On the Synthesis of Guaranteed-Quality Plans for 
Robot Fleets in Logistics Scenarios via Optimization 
Modulo Theories. IRI 2017: 403-410 

Francesco Leofante, Erika Ábrahám, Armando Tacchella: 
Task Planning with OMT: An Application to Production 
Logistics. IFM 2018: 316-325 

Francesco Leofante, Erika Ábrahám, Tim Niemueller, 
Gerhard Lakemeyer, Armando Tacchella: 
Integrated Synthesis and Execution of Optimal Plans 
for Multi-Robot Systems in Logistics. Information 
Systems Frontiers 21(1): 87-107 (2019) 

https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/n/Niemueller:Tim
https://dblp.uni-trier.de/pers/hd/n/Niemueller:Tim
https://dblp.uni-trier.de/pers/hd/l/Lakemeyer:Gerhard
https://dblp.uni-trier.de/pers/hd/l/Lakemeyer:Gerhard
https://dblp.uni-trier.de/db/conf/iri/iri2017.html#LeofanteANLT17
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/db/conf/ifm/ifm2018.html#LeofanteAT18
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/l/Leofante:Francesco
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/=/=Aacute=brah=aacute=m:Erika
https://dblp.uni-trier.de/pers/hd/n/Niemueller:Tim
https://dblp.uni-trier.de/pers/hd/n/Niemueller:Tim
https://dblp.uni-trier.de/pers/hd/l/Lakemeyer:Gerhard
https://dblp.uni-trier.de/pers/hd/l/Lakemeyer:Gerhard
https://dblp.uni-trier.de/db/journals/isf/isf21.html#LeofanteANLT19
https://dblp.uni-trier.de/db/journals/isf/isf21.html#LeofanteANLT19


Security of Critical Infrastructure 
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Security of Critical Infrastructure 
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“PPD-21 defines resilience as the ability to prepare for and adapt to 
changing conditions and withstand and recover rapidly from 
disruptions. Resilience includes the ability to withstand and recover 
from deliberate attacks, accidents, or naturally occurring threats or 
incidents.” [https://www.dhs.gov/what-security-and-resilience] 

time 

performances 

NOT resilient! 

RESILIENT 
attack 



Security of Critical Infrastructure 
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Modification of 
set points 

Modification of 
state estimation 

Modification of 
regulation  parameters 



Security of Critical Infrastructure 
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Model systems 
as hybrid automata 

Compare reachable sets 
under different hypotheses 



Security of Critical Infrastructure 
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Giuseppina Murino, Alessandro Armando, 
Armando Tacchella: 
Resilience of Cyber-Physical Systems: an 
Experimental Appraisal of Quantitative 
Measures. CyCon 2019: 1-19 

Giuseppina Murino, Armando Tacchella: 
Concrete vs. Symbolic Simulation To Assess 
Cyber-Resilience Of Control Systems. ECMS 
2018: 433-439 

https://dblp.uni-trier.de/pers/hd/m/Murino:Giuseppina
https://dblp.uni-trier.de/pers/hd/m/Murino:Giuseppina
https://dblp.uni-trier.de/pers/hd/a/Armando:Alessandro
https://dblp.uni-trier.de/db/conf/cycon/cycon2019.html#MurinoAT19
https://dblp.uni-trier.de/db/conf/cycon/cycon2019.html#MurinoAT19
https://dblp.uni-trier.de/db/conf/cycon/cycon2019.html#MurinoAT19
https://dblp.uni-trier.de/pers/hd/m/Murino:Giuseppina
https://dblp.uni-trier.de/pers/hd/m/Murino:Giuseppina
https://dblp.uni-trier.de/db/conf/ecms/ecms2018.html#MurinoT18
https://dblp.uni-trier.de/db/conf/ecms/ecms2018.html#MurinoT18


  Computer-automated design 
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Produce designs given system  
specifications  
 
Product configuration is a 
subtask 



  Computer-automated design 
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Elevator Design 

Genetic algorithms 

Heuristic approach 

Satisfiability Modulo  
Theory 



  Computer-automated design 
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Leopoldo Annunziata, Marco Menapace, 
Armando Tacchella: 
Computer Intensive Vs. Heuristic Methods In 
Automated Design Of Elevator Systems. ECMS 
2017: 543-549 

Stefano Demarchi, Marco Menapace, Armando 
Tacchella: 
Automating Elevator Design with Satisfiability 
Modulo Theories ICTAI 2019 (to appear) 

https://dblp.uni-trier.de/pers/hd/a/Annunziata:Leopoldo
https://dblp.uni-trier.de/pers/hd/m/Menapace:Marco
https://dblp.uni-trier.de/pers/hd/m/Menapace:Marco
https://dblp.uni-trier.de/db/conf/ecms/ecms2017.html#AnnunziataMT17
https://dblp.uni-trier.de/db/conf/ecms/ecms2017.html#AnnunziataMT17
https://dblp.uni-trier.de/pers/hd/m/Menapace:Marco
https://dblp.uni-trier.de/pers/hd/m/Menapace:Marco


  Edge of Tomorrow: go formal  
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  Edge of Tomorrow: fail  
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Poor integration 

Computational Complexity 

«Dark side of the moon » effect 

What did you say? 
Formal Semantics? 



  Edge of Tomorrow: repeat  
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SCOPE 

Formal methods to improve  
predictability of robots 

BRAIN-ISAR 

Formal methods to improve  
predictability of graph-based 
models 



  Questions?  
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If you don’t ask now, you may 
have troubles catching me later... 

Photo courtesy of Dario Guidotti 


