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Introduction

Digitalization and ubiquitous/hyper connectivity are already shaping and will shape our economy
and our society in an unprecedented way.

The advances in technologies such as the

: : (Al) provide all
the enabling elements for the starting point of the

INDUSTRY 1.0 INDUSTRY 2.0 INDUSTRY 3.0 INDUSTRY 4.0
INTRODUCTION OF MASS PRODUCTION FULL PROCESS AND
MECHANICAL BASED ON THE VALUE CHAIN
PRODUCTION A DIVISON OF LABOR ’ AUTOMATION
~ FACILITIES BASED ON ﬁ AND THE HELP OF ! $ THROUGH
' WATER AND STEAM ELECTRICAL ENERGY DIGITALIZATION AND
POWER. HYPER-CONNECTIVITY
MECHANICS, 0 ASSEMBLY LINES, (cee9) CPS, 10T, CLOUD
WATER, STEAM ELECTRICITY ’ COMPUTING, Al, I
POWER Q CONNECTIVITY, ...
1784 1870 COMPLEXITY
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Introduction -

DIGITALISATION is the baseline: HYPER-CONNECTIVITY is the key factor
everything in the process must have a for ubiquity: it allows entities to cooperate,
DIGITAL representation. exchanging huge amount of data.

HISTORICAL CHANGE IN THE STRUCTURE OF THE

CURRENT ECONOMIC SYSTEM:
-

CPS, loT, cloud They are the enabling They allow the creation of
computing, Al lie at the technologies for the an integrated and self-
core of this radical “integration of regulating system of
transformation to a computation with systems (SoS), beyond
network-based economy. physical processes”, i.e. firms, industries, vertical
they allow to map the domains boundaries.
PHYSICAL WORLD with
the DIGITAL WORLD.
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CPS main concepts -

It is a buzzword, It is not in a hype Key factor for It introduces
like loT, cloud ... its popularity is digitalization, mapping multidisciplinary in
computing, Al, ... fading ... PHYSICAL 4= DIGITAL the game

OT@& IT

CYBER PHYSICAL SYSTEM

It has a digital It has a physical
dimension, with all the dimension, made of
issues of ICT, security, hardware, sensors, s
life cycle support actuators. advanced Composed of modules, Connectivity is a key
T . components, sub-systems, factor for the existence
materials, ... of CPS
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CPS vs loT T

The concept of CPS is controversial ... and it is not always fully recognized. Analysts
very frequently consider CPS as a synonymous of loT, or a subset of loT, or just a

layer of an end-to-end stack, ...
SENSING &
loT
SYSTEM
EMBEDDED

When we consider an loT system, the
similarity appears evident:

As loT, the concept that gave Today, the active and dynamic interaction
life to CPS is the idea to map between these two worlds is one of the
the physical world with the that will shape the
digital world. digital innovation and the

evolution of future markets, potentially in every
vertical domain.
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CPS vs loT ———

The original concept of loT Today, loT represents a wider conceptual approach
was to connect “Things” to adopted to solve classical problems with a new recipe
the internet and eventually to based on smart objects, connectivity, interoperability,
each other. embedded intelligence, actionable data streams,

delocalized computation, and agile business models.

Cyber Physical Systems focus on the integration of
computation, networking and physical processes.

The evolution of the lIoT concept is market driven.

loT enables heterogeneous and distributed objects to physically and/or virtually connect and

cooperate to achieve common goals. The ability to collect vast amounts of data in near-real time
from these objects is the foundation of the loT.

CPS is an acronym more used: loT is an acronym more used:

* inthe US; * in Europe;

« by engineering communities; * by telecommunications and networking

« for large scale real-time control (e.g., communities;
time critical problems), combining + collect and process data from the physical world,
organizational and physical processes. without essentially involving real-time control.
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Towards system of systems (SoS)

1oT/CPS: the physical entities are
connected together and exchange
information, following a
predefined business logic. The
infrastructure is typically focused
on a single application, factory,
manufacturing line...or an entire
vertical domain, bringing to life
new digital complex ecosystems
(SoS).

Application

oooooooooooo Platform

Connectivity

Smart objects
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SoS are large-scale integrated
systems which are independently
operable on their own, but are
networked together for a period of
time to achieve a higher goal, e.g.
costs, performance, robustness,
etc. (Jamshidi,2009):

they are operational and managerial
independent.

SoS evolve, changing their
behavior, but trying to stay
interoperable.

SoS are collaborative and can be
virtual.

95 5
¢¢ /

Application

Web of platforms

loT infrastructures

I

| |

I I
——————— - é-—-—-—-— —& — . Global connectivity

Connected domains represent a
cross dimension of SoS, with a
wider shared understanding of
the context and situation, more
useful services, richer
functionalities, better user
experience and value proposition:

application and services run on top
of connected vertical domains.

Domains can be physical or virtual.

Application
r X
AR
ol ol R Vertical
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Towards SoS: an example
EDEDED I

>

Tractors

Just
mechanical
and electrical
components.

Electronics,
controls,
sensors,
software and an
enhanced Ul.

Connectivity
enables
remote
capabilities

and features.
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Smart connected
products integrate
in a product line, to
optimize product
and system
performance.

Subsystems, made of smart
objects and belonging to
different stakeholders, are
integrated in a SoS, to
optimize product and system
performance.

>

Farm Equipment
System

/

‘ Farm
) Management

Irrigation System

'Jﬁtem Platform
Field sensors \

o 4

Irrigation Seed Optimization
nodes System

Irrigation r—l—l
application Farm performance
database

Seed database

Seed optimization
application

&

\
Weather Data
System

Rain, humidity,
temperature sensors

Weather
maps

Weather
forecasts

Weather data
application
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The market in 2017/2018

The last two years have been very difficult
and often frustrating for the CPS/loT:

« prediction overestimated and sometimes fully
missed.

* Many company failures: a recent study states
that almost 75% of loT projects fail (source,
CISCO).

* There are new buzzwords: Al, blockchain, bit
coin, ...

The CPS/loT market was supposed to be
huge, already today ... but it isn’t ... at
least not for all the potential stakeholders.

CPS/loT market is currently still in an

The CPS/IoT is continuously growing to a
massive scale.

Growth rates have been overestimated but
they are a constant.

It seems that in 2017 the total number of
loT devices (wearables, connected cars,
machines, etc.) surpassed mobile phones.

IDC estimated for 2017 a global spending
of $800 Billion in the loT domain, with an
increase of 16.7% over previous years.

, a significant progress

must be recognized, some solutions are available, not all satisfy the expectations, but the

CPS/loT foundations are being laid and
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An overestimated market ——

World

Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion

Several stunning predictions tried to envision Comected goovilion  125Bilion  25Bilion  508Billon
the CPS/loT evolution: [ [ )
« 2010, /IBM: “A world of 1 trillion connected

devices” by 2015.

* In 2010 Hans Vestburg (Ericsson’s former
CEO) in a presentation to shareholders
envisioned 50 billion of connected devices
by 2020.

* In 2011 Dave Evans (futurist from CISCO)
confirmed this forecast.

Source: Cisco IBSG, April 2011

In 2016 the estimation of existing connected devices was (up to 17.5 billion including
smartphones) (source cartner). Vestburg and Evans have corrected their prediction and, currently, IDC,

Gartner, McKinsey and HIS Markit are converging to of connected loT devices
(excluding smartphones, tablet and computers) ... but the 50 billion figure is still very popular.
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A new estimation ...

BILLION TRIMBN MILLIO! N TRILLION
' ’ IntEeTlllt;‘::tieS(:{:tr:aTns

. the market is in any case enormous.

Connected People Revenue O

GBs of Data

Source: Mario Morales, IDC
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A new estimation ...

The commercial, I!

industrial and

consumer sectors, will Commercial and
account for nearly 50%

industrial electronics
5.4 billion devices

of new connected 24.4% CAGR 2013-30
devices between 2018

and 2030.
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Medical

406 million devices
20.8% CAGR 2013-30

Compound Annual Growth Rate is the mean annual
growth rate of an investment over a specified period
of time longer than one year. The compound annual
growth rate (CAGR) is a useful measure of growth
over multiple time periods.

Consumer
5.9 billion devices @
13.8% CAGR 2013-30

Communications
16.8 billion devices
8.0% CAGR 2013-30

31B
CONNECTED
DEVICES
Ve
IT
Computers

1.7 billion devices

.a_ -2% CAGR 2013-30

Automotive and transportation
928 million devices
21.4% CAGR 2013-30 Source HIS Markit




The reasons of the overestimation —

1 2 3

Vertical domain issues:
« A large number of senseless

The analysis are based on
annual sales data:

Technology issues:
» The forecasts try to anticipate

() EUROTECH

» sales data just on the number
of connected devices or of
components (such as
semiconductors), giving a
partial perspective on market
trends.

And, frequently, companies
haven’t any idea of how many
of the devices sold are really
connected. 90% of connected
devices are turned on, but less

then the 50% are connected.
(Source IHS Markit)

the demand of devices that
have largely not yet been
invented or commercialized.

The various parts of the loT
ecosystem are not evolving at
the same speed.

Evans’ prediction was based on
Moore’s Law and Metcalfe’s
Law, that are no more actual.

application and devices has
been considered. Technology
needs to solve real problems. If
it is used as a gimmick to
create new problems and solve
them, it dies...

loT evolution is characterized
by completely different
dynamics depending on the
vertical domain.

Industrial loT has a steady
growth, while consumer trends
are more fluctuating.




The reasons of the overestimation

4 5 The point is to think
«Boosterism»: frequently too Market studies contain of the estimates as a
much enthusiasm at unfortunately serious errors, general indicator,
technology or product due to the extreme

launch. The famous “WoW” complexity of the CPS/loT rather th:ap focus on
effect ... very frequently and to the lack of extensive the speC|f|c

technology enthusiasts expertise in these domain. numbers

misread reality.

There is a between the customers requirements
and the technology & solutions developed by research.

Significant are preventing the disruptive
evolution of CPS/loT.
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But ... what if the numbers are real?

If 18 billion devices are
connected today (Gartner
estimation), we have 3-5
years to double the number.

How will this work? What do
business, government and
standards organizations
need to prepare for this
growth?

Devices don’t just connect
themselves and the impact of
that many connected devices
is not so trivial to
understand.

Connectivity is the key
factor, but it is not yet
uniformly available at the
world level.

To get more things online, we
need to expand the cellular
network across vast and
mostly rural spaces.

The U.N. reports more than
90% of rural areas are not yet
connected: getting these
areas covered by
connectivity will be a
challenge for business and
governments.

The inherent nature of
solutions based on CPS and
loT ensure support and
simplifies the diffusion in
these distant areas.

But these solutions must be
capable to scale up to the
enormous numbers in
Gartner’s or Cisco’s
predictions.
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Can we scale up to 30 billion devices?

Scalability is at the heart of
this problem. The number of
connected devices will
generate massive amounts
of data.

* 5 megabytes per month,
« 30 billion devices by 2020,
* 150 hundred of terabytes.

How will all this data be
transported? How will it be
stored? How will it be
analyzed? How do you
search through it? How will it
be kept secure and private?

() EUROTECH

Each of these issues must be
addressed.

Because finding promptly,
actionable information within
these vast data stores could
be difficult and expensive.

Because the costs of
telemetry, storage and
analytics could become
unsustainable, and must be
considered to identify the
adequate business models.

Because with a similar
amount of data security and
privacy become an
enormous issue.

Security measures have to
be built into the process,
from the beginning.

If 30 billion devices are
connected by 2020, certainly
a large part of the data they
generate will need to be
carefully secured, whether
it’s financial, industrial,
health, personal, ...
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The dimensions of the game S

 How quickly CPS will be adopted? Are they a KEY technology?

« What is the readiness level?

«  How many companies are involved?

 How connectivity is changing?

 Which vertical markets could be influenced? And the potential revenues?
 What is the impact of security?

 What is the role of semiconductor companies?

 And finance?

Although not all strictly related to CPS, some snapshots help dimensioning
the domain and the potential evolution of the market.
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Reaching 50 million users

Clock Airlines Cars Telephone Electricity
200 yrs 68 yrs 62 yrs 50 yrs 46 yrs
= Q @
Computer Cell phone Internet Ipod You Tube
14 yrs 12 yrs 7yrs 4yrs 4 yrs

/. You
- g

How fast the CPS phenomenon could grow? After the
technology readiness break point: less than a year...

(3 EUROTECH

Credit card
28 yrs

N

Facebook
3yrs

Bitcoin
10 yrs ?

Television
22 yrs

\ 2

ATM
18 yrs




Is CPS/loT a key technology? —

Wha[ drg [l’le KBV UBHUS Uﬂ[l| 2025? { Which technologies get the

focus of digital investments?

Top 10 Strategic
TeChnOIOQV Trends »_@ 2013 2014 2015 2016

fOI‘ 201 8 Internet of Things
#1 0 Connectivity and digitalization

é& PUREEE > N Hyorid effctric vehicles

Intelligent

d P L
and Analytics Brketn

g\

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, . Fuel cell electric vehicles

% Mobilty-as-a-service
|||||
010

. Today

- In three years

Digital Twins Cloud tT™e Buge

Augmented Reali
Customer data/big data g " ty

%\ 24%
Mesh B .. (. aq

& &

Virtual Reality

% LD

5%
14% ;ﬁi

Drones

gartner.com/SmarterWithGartner W --omdmem e oo G —Y -

Gartner.

Blockchain

I3%

xGxecutive Survey 2016

DEFINITELY YES!
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Is CPS/loT a key tec

Top 10 Strategic
Technology Trends 2016

The Digital
Mesh

Smart
Machines

The New
IT Reality

Ambient User 3D Printing
Experience Materials

Information of  Advanced Machine ~ Autonomous Agents
Everything Learning and Things

Adaptive Security  Advanced System
Architecture Architecture

Mesh App and IoT Architecture
Service Architecture and Platforms

gartner.com/SmarterWithGartner

Gartner.
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TOP AREAS OF FOCUS OVER THE NEXT
3TO 5 YEARS

Big Data/
Analytics

FASTEST AREAS OF GROWTH
OVER THE NEXT 3-5 YEARS

;
i
!
i
i

Mobile Cloud Robotics Artificial
Devices and Drones Intelligence

ing over the next 3 to 5 years

DEFINITELY YES!

v v v
+15%' +7%f +10%'

nology?

Collaboration
and Social Tools

Source: Accenture, The 2016 Upgfgfam Oil and Gas Digital Trends Survey

Emerging technology investment trends

Tech making substantial investments

Today
927%
45%
Robotics 1 O%
30 printing 1 O%

Augmented reality 4%

Internet of Things

Artitical intelligence

2 %
Drones 1 %
Virtualreality 0%

() 10 three years
47%
51%
42%
16*
25%
18%
12%
12%

of Canadian vs. 47% of global executives say Internet of
Things will be most important to cutting costs, followed

by robotics at 15% (18% globally)

wN2ge

of Canadian vs. 30% of global executives say artificial
intelligence will be most disruptive to their industries




Readiness level

benefit

less than 2 years

transformational

According to Gartner,
CPS/loT technologies are
still in an early stage of
development.

At least 2-5 years will be
required for their adoption
in the market main stream.

high Smart Lighting

moderate

low

As of July 2017
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years to mainstream adoption

Connected Car
Platforms

Event Stream
Processing

loT Platform

Machine Learning

Intelligent Building
Automation Systems

loT Edge Architecture
loT Integration

Low-Cost Development
Boards

Managed Machine-to-
Machine Services

MDM of Product Data

Cloud MOM Services
(momPaaS)

Message Queue
Telemetry Transport

51to 10 years

Digital Twin

Enterprise Information
Management Programs

Infonomics

Internet of Things

loT Business Solutions
loT-Enabled ERP

Asset Performance
Management

Digital Ethics
Hardware Security
loT Edge Analytics
loT Security

loT Services
IT/OT Alignment

Licensing and Entitlement
Management

LPWA

Managed loT Services

more than 10 years

Autonomous Vehicles

loT-Enabled Product as a
Service

© 2017 Gartner, Inc.




loT Landscape 2018

Hundreds of companies . .
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Vertical markets
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Agriculture (N.A.), banking (92-154$B), government (301-570$B) and others (877$B-1.79$T)
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loT market segmentation

More than 50% of the
market share is on
industry, smart city,
smart energy and
automotive.

The growth rate
ranges from 25% to
40%.

() EUROTECH

00,020 IOT ANALYTICS Insights that empower you to understand loT markets

loT Segment Global share of 10T projects! Details

@ q Connected Industry 22% - 20%

Americas Europe APAC Trend?

L
Ny

_________________________________________________ -
@ i Smart Retail [ 4% N = 640 global, publicly

————————————————————————————————————————————————— announced loT projects

ﬁ@ Smart Supply chain - 4% B Americas [l Europe [l APAC MEA N/A

1. Based on 640+ publicly known enterprise loT projects.(Not including consumer loT projects e.g., Wearables, Smart Home) 2. Trend based on loT Analytics’s Q2/2016 loT Employment Statistics Tracker 3. Not including
Consumer Smart Home Solutions  Source: loT Analytics 2016 Global overview of 640 enterprise loT use cases (August 2016)




A sequential growth? e

Retail

Tcn::s ::::m Transit
Buses S e Energy (01 & Gas)
= " - - " gm /-d Rlﬁm.:“
A diffused opinion identifies the e o

Monate
Agriculture

Transportation & Logistics

(Rail fraight, Shipping, Airfreight)

origin of loT/CPS technologies in

\
the “personal” domain. The growth e Casoany
follows the sequential improvement s e \
of technologies conceived for i

people.

5 \ '
a Towns & Cities Commerce Industrial
A
But consumer requirements
deeply differ from industrial — \)
requirements, and also the related
solutions differ...
Oponuan!m»muanl
S — ?ﬁx;??z;un’m
R CapacinPinning
Eng.in:anbmcnin Safc‘tyl&clnv Traffic flow Smart Office
Lighting Smart Store
Driver Aids Environment Safety & Security  Smart Shelf
Auto-drive Appliances Smart Meters Signage

Structures Safety & Security
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Industrial vs consumer T

Industrial domain Consumer domain

* Focus on the return of investment by improving

* Focus on the convenience for individual consumers.

efficiency, safety and productivity.

» A system failure could be critical. Resilience, fail in
place.

* Driven by machine productivity.
« High reliability, harsh environments, long lifecycles.
» High security levels.

« A system failure is not critical. Retry, replace.

* Driven by human productivity.

* Moderate reliability, easy of use, short lifecycles.

» Security focused on identity and privacy.

« Updates, charges, user apps download & random
reboot are tolerated.

« Data volume medium to high.

* Requires full control, high availability and uptime.

+ Data volume very high.
 Structured connectivity. Industrial standard based

* Ad-hoc connectivity. Mainly IP-based protocols.

* New devices and standards.

and proprietary protocols.
* Legacy and new devices/standards.

» Brownfield, devices/solutions uptake must be phase-
in and planned.

» Greenfield, devices/solutions fast market uptake.

77 e
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A growth based on cross-fertilization

REQUIREMENTS TRANSPORTATION
REQUIREMENTS
E INDUSTRY AUTOMOTIVE
—
INDUSTRIAL GRADE SOLUTIONS

ENERGY
UTILITIES

HEALTH
CROSS FERTILISATION CARE

U CONSUMER SOLUTIONS a
: PERSONAL CONSUMER SMART

CONSUMER SPACE PRODUCTS HOME
REQUIREMENTS
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The scale of “operations”

”’Internet in a minute” is not just
a curiosity!
It gives a clear overview of the

Internet load required to support
consumer applications.

And, proportionally, allow to
imagine the dimensions of the
“throughput” potentially required
in CPS/loT based systems.

Many consumer applications
considered by the analysis are loT
application at the end ...

2 0 1 8 This Is What Happens In An
Internet Minute

Google

3.7 Million
Search

2.4 Million
@ naps \SECONDS

38 Million
Messages

187 Million
Emails Sent
Created By:

A
¥ @LoriLewis

¥ @OfficiallyChadd
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Connectivity and connected devices — —

Connected devices (billions)

30 * 70% of wide-area loT devices will use cellular technology in
] 2022;
2 I + In 2018, mobile phones are expected to be surpassed in
i numbers by loT devices;
* In 2017 around 400 million of loT devices already use cellular
i

15 connections.

2014 2015 2016 2017 2018 2019 2020 2021 2022

#
Source Ericsson A

O Short-range loT @ 9 av%

loT devices: connected cars, machines, meters, wearables, consumer
electronics, etc.

10 -

o,

2016 2022 CAGR

0
Wide-area loT f . A 4G LT% LSRa‘ 'sigfox

Around 30 billion of connected devices
are forecast by 2025-30, of which

@ Mobile phones 7.3 8.6 3%
enabling two-way communication over a network interface.
& Fixed phones

around 18 billion will be related to loT.

A connected device is a physical object that has an IP stack,

10%

Source Ericsson
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Connectivity evolution

Since 2010 the traffic generated by WEB
navigation has been drastically
decreasing. A large part of the traffic
today is generated by mobile entities: 15
billion loT devices with cellular
connections by 2022.

This significant growth is due to:
* increased industry interest in CPS/loT;

* 3GPP standardization of cellular loT
technologies;

* new loT-inspired functionalities available
on cellular connections, like
provisioning, device management,
service enablement and security.

The 3rd Generation Partnership Project (3GPP) unites [Seven]
telecommunications standard development organizations (ARIB, ATIS,
CCSA, ETSI, TSDSI, TTA, TTC), and provides their members with a
stable environment to produce the Reports and Specifications that
define 3GPP technologies in cellular communications.

() EUROTECH

4
. | Source CISCO
Massive loT application requires high Critical application requires
speed connections and small data ultra-reliability, availability, low
traffic volumes, low cost devices, latency and high data
with low power consumption. throughput.

The reduction of modem costs and the evolution of

LTE functionality and 5G capabilities could support
both massive and critical loT deployments.




Source CISCO

Mobile connectivity forecast

Exabytes x month Devices and Connections Growth - 8% CAGR 16-21 IPv6-Capable Mobile Devices — 20% CAGR 16-21
47% CAGR 2016-2021 ® Smartphones (38%,43%) Phablets (7%,10%)
12 M2M (10%,29%) = Nonsmartphones (41%,13%) 9.0
60 Tablets (2%,3%) ®PCs (2%,2%) 8.0
50 49 EB 10 ® Other Portable Devices (0.1%,0. 1%) 7.0
40 8 = - Number of e
Exabytes 35 EB i 5.0
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CPS/loT security

A security risk in the
digital world affects

also the physical world.

Security has a global
geographical impact.

(3 EUROTECH

Risks on user privacy,
industrial and
governmental sensible
information, ...

Timeline of notable targeted at }"- idents during 016

Equation
Breach—exploits
and malware

dumped online

Security has a global
technology impact.

B wapa

Data stolen from \

Democratic National vers Strider

Committee (DNC) cyber espiona

intrusion released group attack
online

@K.Syma ntec.




Attacks evolution

1 new 1 new 1 new 323,000

virus virus virus new malware
every hour every minute every second samples

each day




The role of semiconductors m—

Fab Automation, Semicond. Value

Semiconductors are the $75B by 2020

7
foundation of CPS/loT: Wearables, 5 |‘

increase the capabilities of umers, 15

devices,

enable processing on the edge, _ COMMS

enable connectivity, Smart City, [$ Billion]

represent the contact point _— LOGIC

between the physical and digital S Buildings, 15

world.

: Medical, 10 SENSORS

Semiconductors are
fundamental for OTHER

Smart Homes, 11

DIGITALISATION and HYPER
CONNECTIVTY.

[Source: Baird Equity Research, 2016]

Note: smartphones, tablets and PCs are Key end-markets:
not included.

* Industrial: smart meters, smart buildings, farm, city, and smart fab
« Consumer: smart appliances, smart homes and cars
* Wearables: fithess bands, smart watches
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Investments in CPS/loT

From explosive growth, the investments in CPS/loT are moving to a much more

cautious approach. The investment remains very high in the aggregate.

Larger, more concentrated The big exits of 2017 involved loT startup exits in 2017 has been
investments in a smaller number of companies that were already public, very poor, with acquisitions not over
companies, typically at the growth e.g.: $500 M:
stage. * Intel purchased Al/computer vision + Continental purchased automotive
Most loT startups were Seed or Series company Mobileye for $15 B. cyber security startup Argus, $450 M.
A companies. In 2016, about 73% of VC * Samsung acquired connected car « Delphi acquired autonomous vehicle
deals were at the Seed and Series A solutions specialist Harman for $8 B. startup nuTomy for $400 M
Iev:al; in 2017, this number dropped to * In loT security, Thales acquired Gemalto - John Deere bought agriculture
53%. $5.6B. machine learning company Blue
The most active investors have been * ltron _aﬁqrgﬁd mgsh_ Cor;\lnictivi;f(y f River for $305 M

1all nver rin wor r
hlu ge dcorpgrate velntrre arm?{ ,;[Eat 22387\,._3 o Prne Eene 0 Pretty meager year in terms of IPOs:
playead a prlma!'y role to suppo e + Switch Inc., a data center infrastructure
CPS/loT domain: « Sierra Wireless acquired full stack company.
* Intel Capital managed platform Numerex for $107M
« GE Ventures » ForeScout Technologies, cybersecurity

* OpenText bought loT middleware

company.
platform Covisint for $103M. S

* Qualcomm Ventures

@ EUROTECH Note: information focused only on the US market
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CPS/loT research

Is research providing answers to the CPS/loT challenges?

Is it capable to find concrete solutions to the practical issues that engineers
face building CPS/loT?

There is a gap between the CPS/loT market and CPS/loT

industrial/scientific research (a gap? for SoS):

Companies are still far from the
CPS/loT state of the art.

Research has left too many
open issues behind.

)

For SoS, research is in a very early stage, or completely missing.
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A more pragmatic research

CPS/loT market is far from being a stable reality: huge revenues in some
domains, few revenues in others, customers don’t know what CPS/loT is, what
are the advantages, they are scared and don’t trust technology, platforms are

not mature, there is no interoperability, ...

Just some examples that illustrates the gap:

Market readiness: many customers still Business un-awareness: the customers
discuss if their future will be with still focus on the cost of the device, not
microcontrollers or microprocessors ... /R’ESEARCH\ on operative and maintenance costs...
and research talks about microservices, \
digital twins, Al, ... & Inadequate solutions for connectivity:
\ .

LTE adoption had a stop (AT&T and
Lack of TRUST: the customers don’t trust g OVATION/ Verizon already stopped further sim
the distributed nature of loT, the security activation for loT devices), the future of
and the protection of data ... 5G is very uncertain...and the actual 4G

network is overloaded...M1 and
Narrowband loT don’t take off.

() EUROTECH




Some research priorities

Predictive and preventive
self-learning systems:

increase productivity on
continuous product
manufacturing,

and process change
manufacturing;

improve efficiency of
preventive/predictive
maintenance ...

Data collecting and analysis:

real time analytics along the
whole lifecycle and value
chain/network;

integration and interoperability
of all stakeholders ...

() EUROTECH

Humans in CPS/loT:

improve well-being, human
engagement and productivity;

increase the use of humans’
technology awareness;

optimize working conditions ...

Professional training:

faster development of
competencies;

more efficient recruitment
processes;

Return On Training (ROT),
improvement of manufacturing
and business processes with
proper professional training.

Manufacturing automated
reconfiguration:

shorten the time to market;

reduced planning effort and
improved scheduling activities;

production flexibility and
improve up-time of machinery.

Manufacturing as a Service:

improve production, reduce
distribution costs and time to
market;

increase flexibility (product
variants) and elasticity
(production capacity);

SMEs inclusion ...




Some research priorities

Production management
tools and models:

better use of machines through
distributed and real-time
control;

promote plug-and-produce;

better production system
lifecycle management;

production mix management ...

Focus on customer:

increase of market shares;
customer satisfaction;

decrease of design and
engineering costs ...

() EUROTECH

Cyber Native Factories:

integration of loT compliant
machine;

legacy machines/lines support;
implementation of shorter ROI;

reduction of the environmental
impact ...

CPS/loT Open Platform:

optimize manufacturing
processes in a seamless, easy
and friendly way, with existing
platforms;

innovation ecosystems for a
EU Circular Economy;

improve knowledge circulation.

Digitalization of value
networks:

increase supply network
visibility;

risk reduction along the supply
network;

reduce production total cost;
reduce carbon footprint;
improve customer service ...

Materials and resources
efficient use:

improve sustainability,
reducing energy use, CO,
emissions, pollutants, waste of
resources and materials ...
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From value chain to value network

CPS GENERATE A RADICAL CHANGE IN THE STRUCTURE

OF THE CURRENT ECONOMIC SYSTEM:

LINEAR VALUE CHAIN == NON-LINEAR VALUE NETWORK

CPS/loT have a deep networked nature
that generates a value network, which
requires an appropriate ecosystem.

A single company is not capable to offer
an all-inclusive solution, addressing the
entire value network.

An ecosystem of companies, with
complementary competences and
business is the appropriate answer.

(3) EUROTECH

New and existing actors will be able to integrate
both vertically and horizontally encompassing all
the stages of production.

In a value network, software providers, service
providers, brokers and end-users may collaborate
in a flexible manner for the creation of a product.

The conventional boundaries between industries,
technologies and vertical domains will fade away.




Example of value chain

Smart Module

Smart Object

Software
Customization

Applications

e SIM Card
* Sensors

* Embedded
Chips

* Aggregator
* Transporter

gemalto

QUALCONW\'

@ LigBee

() EUROTECH

* Vending
Machine

* Appliances
* Meters

® Car

* Camera

* Meters

SNMSUNG /elefonica

© BOSCH

= fitbit.
® Apple

* Network

¢ Connectivity
¢ Availability
* Quality

v

vodafone

=
=
atat

¢ |oT Enabling
Capabilities

* Billing

¢ Integration
with 3 party
applications

* Analytics

otfoan]e
CISCO

B Microsoft
Google
\ 4

HomekKit

¢ Interfaces

¢ Solution Build-
up

¢ Hardware

* Back-end

* Data
Management

>
accenture

INfosys

AL

=
>

ERICSSON

* Vertical
solutions

¢ Bundling of
service

* CRM & Billing

e Customer
Care

M. micoach

salesforce

Honeywell

* Buys Services
¢ Sells Services

Note: companies can
play a role in various
parts of the value
chain and the
companies list is not
exhaustive.

webMeths:ds

(Source Telecomcircle.com)




CPS/loT value network

Company should design their
business model starting from their
closer environment (direct
suppliers, clients, etc.) but also
considering the entire ecosystem
of their products or services.

Additional value propositions and
potentially new revenues streams
could be created —i.e. new
business model combinations.

Any business combination in the network
could potentially work.

() EUROTECH

SOLUTION
& SERVICE
PROVIDER

DATA
ANALYTICS
& CLOUD

CONNECTIVITY
PROVIDER

SYSTEM
INTEGRATOR

SMART
OBJECTS
PROVIDER

SECURITY
ENABLER

SERVICE
ENABLER

COMPONENT
SUPPLIER

STANDARD
& TEST

TECHNOLOGY /
MATERIAL

PROVIDER Win-win business

strategies are important
at the boundaries.




CPS/loT value network

15t step - vertical integration:
the IT systems of all
companies in a vertical, from
logistics, resource planning
& usage to production and
sales, can interact
seamlessly through a
standardized architecture.

2"d step - horizontal
integration: multiple verticals
are integrated and processes
are now connected beyond
the boundaries of one single
entity, spanning the entire
ecosystem.

Value network has an impact
on competitivity. The
complexity of CPS/loT
pushes companies to bring
all competencies under a
single umbrella.

In the value network, a
multitude of actors, with their
own peculiarities, could
forge alliances and
partnerships, which in turn
will compete against each
other.

In a value network the
traditional roles and

responsibility can mix, shift
and change:

customers can act as
designers for their products;

machine manufacturers can
become service providers,
selling both machine and
aftersales;

new service providers will
emerge;

() EUROTECH



From devices to services

CPS/loT technologies, connectivity, edge computing and cloud computing enable the creation of
high-level services: a device, even a single sensor, could become a high-level service. Services

become the components of new added value application, potentially multibrand and cross-

vertical.
Elements for device-to- SERVICE PLATFORM
service:
. ANALYTICS

* sensors, smart devices and

multiservice gateways depending

on the architecture; GO PLAT O
* loT oriented edge framework; EDGE COMPUTING FRAMEWORK
* loT oriented cloud integration

platform; MUTISERVICE GATEWAYS

» a service platform;
SMART OBJECTS

+ abusiness logic.

() EUROTECH

Services:

increase interoperability
simplify application
development

allow to focus on vertical
business logic

abstract the complexity of the
underlaying system

open new business
opportunities

improve after-sales

improve the end user
experience
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CPS Evolution

What are the CPS drivers?

What are the barriers to be
urgently removed?




CPS/loT drivers =

SENSING ENGINEERING
ACTUATION PROCEDURE &
TOOLS

DATA

ENVIRONM GOVERNANCE

ENTAL
IMPACT

STANDARD
PLATFORMS
INVESTMENTS

BUSINESS
MODELS

SOS
INTEGRATION

DATACENTER
TECNOLOGIES

EUROPEAN

ECOSYSTEM

EDUCATION
& PROFES.
TRAINING

() EUROTECH




CPS/loT drivers
4 PRIMARY DRIVERS

(A sensING :ll: COMPUTING

VALUE

O<CONNECTIVITY CREATION

(3 EUROTECH




Physical to digital

Adding sensing capabilities to 40 Billion
semiconductors
CPS/loT allows for unprecedented . loT sensors 188, 5.5%
collection of data from the : 'gg_ggn;\fcst;/:-ty
environment. We are assisting to the + Processors 7B, 14.5%

first wave of loT data monetization.

',

Privacy, safety, information security, MEMs, TPM, TNC,
standardization, trust @ Crypto technologies,
SoC, Radio Chipset, ...
(2 EUROTECH




Processing on the edge & big data o

COMPUTING

The analysis of huge amount of data 30% Cloud
generated by CPS and loT devices Services
) ) * Infrastructure aaS 21%

requires both edge processing, + Platiorm 228 26%
aggregation, analytics and cloud- - Other sorvice 129
based big data solutions.

Security, data sensitivity, real-time A | Cloud tecs, Big Data

issues, energy efficiency @ tecs, Edge & fog

computing, Blockchain
(2 EUROTECH




C o m m u n i cate to eXi St Connectivity represents a huge -

opportunity for telecom operators to
expand their addressable markets. But

how to move beyond connectivity is a
C O N N E CT IVI TY challenge for operators ( <5% revenues
Telefonica Verizon Vodafone).

Communication is the foundational 30 Billion
component of CPS/loT. The loT is dﬁ;’lﬁﬁ: S
about embedding connectivity and + Consumer 6B, 14%
processing capabilities into devices e 2 20,
all around us.  Tansporiation 18,244

'L .
Cyber-security, standardization, 5G, NB-loT, Private LTE,
interoperability, energy efficiency, ... @ LoRa, Sigfox, Zwave, ...

() EUROTECH




Value from technology

VALUE CREATION

Identify the emerging opportunities Impact 2025 ($)
 Home/Office 270-500B
creatf-:‘d by CPS.IIoT and dev_elop new - Health 170B.1 6T
solutions, services and business - Factories 1,2T-3,7T
* Transportation
models, capable to generate value from 788B.1 6T
the infrastructure & collected data. + Cities 930B-1.6T
* Retail env. 410B-1.2T
',
Investments, scalability, trust, Mature and reusable
interoperability, ... @ techs, knowledge
management/Al

() EUROTECH




Other driving factors

Security is a top concern, but
it tends to be underestimated

because of more pressing
challenges involved in just
shipping an loT product.
Security is a complicated
topic that is outside the area
of expertise of the average
CPS/loT developer.

Acceptance barriers can be
overcome through effective
marketing, professional
training and consumer
education.

Al enables the possibility to
gain more insights on
collected data, in an
automated, real-time and
intelligent way. This is
exactly the promise to create
“smart” objects.

Policy can help pushing
technology and, the proper
use of the eco, generated by
policy, can contribute to the
uptake of CPS/loT market.

EU-level initiatives required.

Distributed systems has
been driven by a “technology
pendulum”, cyclically
oscillating between
centralized and distributed
solutions, datacenter
technologies and edge
technologies. In the last 3
years the pendulum seems to
lean toward datacenter
technologies: JAVA,
containers, enterprise
security...

() EUROTECH
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CPS Market
Obstacles

What are the barriers to be
urgently removed?



CPS/loT market obstacles

The analysis of the CPS drivers allows to understand:
* the technology challenges that the industry will face,

« the societal impact,

* the business opportunities.

The analysis allows also to identify the main
obstacles that could hamper CPS/loT evolution:

() EUROTECH




European ecosystem

A European ecosystem where the stakeholders cooperate to

CPS/loT innovation and market development.

An ecosystem supported by
private initiative of
companies, with
complementary expertise and
assets, teaming up.

A private initiative also
supported by policymaking in
terms of infrastructure,
funding and involved
authorities ...

An ecosystem capable to
create industrial and
academic networks, across
horizontals & verticals:
ECSEL, ARTEMIS, AIOTI, ...

Create the value network.

Define European policies, common strategies, roadmaps.
Define standards, architectures and platforms.

PRIORITY.
(3) EUROTECH

THIS IS ATOP




European ecosystem

A European ecosystem where the stakeholders cooperate to

CPS/loT innovation and market development.

Slmpllfy the market entry:

specifically for start-ups
that have to tackle the
conservative behavior of
the industry and the loT
security challenges,

« overcome the “death
valley” with a EU Platform
like the Trilateral
Cooperation for Smart
Manufacturing.

CPS/loT ecosystems will be
based on networked
platforms that will generate a
value network: in a similar
economy the competition

must be regulated by policy. \/

The risk of the creation of a \/
Without these

elements the

> market cannot
flourish.

commercial monopoly must
be avoided, giving to all the
competitors equal access to
the value network. 4

A European legal
environment that regulate the
business and the use of
information is ?ndatory.

() EUROTECH




Trust: in loT we trust

Customers, end users, and the entire society must trust the

security, safety, integrity and privacy of the massive transformation
that CPS/loT is generating and will generate.

Flght diffidence:

clarify the meaning of buzzwords,
 customers and end-users “education”,
- effective marketing,
- professional training,
« clarify the commercial offer,
« evidence the price reduction,
« evidence the quick return on investment,
« target financial decision-makers,
« identify enthusiastic early adopters and involve them.

Investments in
communication,

marketing and
training

() EUROTECH




Trust: privacy

Trust, is a key acceptance barrier. Are we aware of

technology risks? Do we trust it?

Europe has recently focused the To what extent do you agree or disagree with the following statements?
attention to data privacy and data (% of respondents)
ownership (See GDPR), but CPS and M Strongly agree [ Somewhat agree @ Total
loT open up a series of questions I am concerned about the possibility
. of identity theft or fraud >4 35
that GDPR only partially solves. . .
| am concerned that my personal information may 50 40

not be kept secure by online service providers

| am uncomfortable with third parties being able
to access my information without my consent

I am concerned that my personal information
may not be kept secure by manufacturers

l‘\
I
N
(6}

I would like to personally manage how
my data are collected and shared

Small privacy invasions may eventually
lead to a loss of civil rights

w
w
H
N

I am uncomfortable with companies building a
“profile” of me to predict my consumer behaviour

D

(89

(89

(7]

50 36 N <6
74

@
@

Providing my personal information may
have more drawbacks than benefits

w
N
H
jury

Note: Percentages may not add to total due to rounding. Source: Economist Intelligence Unit survey, 2018.
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Trust: information security

@ Trust, is a key acceptance barrier. Are we aware of

technology risks? Do we trust it?

Information security Information security is Information must continue to
consists in guaranteeing 2addressed: flow:
that data is protected - establishing a secure * avery simple attack could

- communication path, simply consists in interrupting
from unauthorized * encrypting data, the information flow,
access and/or usage. « securing authentication. » similar to DDoS for data.

Data Breaches by Industry

S el

Healthcare Other Government i Reuil Tec

27% | 16% 14% 11°/. 9%

263 incoanrs 159 incioEn 7 INCIDENT 118 mcioents 102 mooenTs
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Trust: security

of CPS/loT market and are considered a top priority.

@ Concerns about security represent the biggest barrier to the uptake

The cybersecurity
industry is the key
enabling element for
the creation of an
environment of digital
trust.

() EUROTECH

Security in CPS/loT is the
result of their inherent nature
and involves many aspects:

» physical security,

« environmental security,

« communications security,
» single data security,

» data flows security,

» software security,

* IPR security,

* process security,

+ lifecycle security,

* human factor, ...

The panorama of attack is as
much diversified:

* identity spoofing,
 denial of service,

* phishing,

* worms, trojans, viruses,
+ physical tampering,

* users misusage, ...




Trust: security -

O%,& IOT ANALYTICS Insights that empower you to understand loT markets

complexity

loT Security happens on four different levels
Device, Communications, Cloud, and Lifecycle Management

User Device(s) Gateway Connection Cloud Applications

LB
e -l Rad~er

CRM ERP

loT

Solution — :

elements g. scM || pum
Ab“'ty to remOtely mampu'ate @D Secure Device (Hardware) @D Secure Communications @£ Secure Cloud é
physical assets @XE» Physical security @FE» Access control @%r» Data at rest ;‘:
@IT» Data at rest @ F» Firewall /IPS /IDS @ Platform & application g
. . . . . @ E» Chip security @ZF» End-2-End encryption integrity verification :E
Privacy violations, securit Security : @5Ep Unified threat management =
@ » Secure booting :
q compo- I
breaChes, safety Issues nents @¥» Device authentication g
@11 Device identity ;
S it . 2.4 ] Secure Lifecycle Management S
eécurity concern increases @I® Risk assessment @» Updates & patches @23 User awareness assessment £
TRUST decreases @D Policies & auditing «@» Vendor control @ Secure decommissioning §

@D Activity monitoring

Source: loT Analytics
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Trust: security

< 10T ANALYTICS

N

Insights that empower you to understand loT markets

Most loT Security Companies focus on Industrial loT

loT Security Company Focus by Segment

Percentage of companies identified that have a product offering in this segment

Industrial / Manufacturing

Gov., Public Services, Defense & Military
Healthcare / Medical Devices

Energy, Power, Oil & Gas

Connected Car

Retail / Hospitality

Transportation, Rail, Avionics, Aerospace
B2C - Wearables & other Consumer loT
Smart cities / Smart Buildings

B2C - Smart Home

Supply Chain / Logistics

Other

Note: Numbers do not add up to 100% as most companies focus on several segments

() EUROTECH

3
%n 10T

52%

Copyright © 2017 by www.iot-analytics.com All rights reserved

48%

Source: loT Analytics 2017 List of loT Security Companies

0&02;, I0OT ANALYTICS Insights that empower you to understand loT markets

) Most loT Security companies focus on Unified Threat
Management (UTM)

loT Security Company Focus by Technology

Percentage of companies identified that have a product offering based on this technology

Unified threat management 41%

Activity Monitoring 30%

:

Data at Rest 29% 8

)

Physical security* 29% z

§

secure soot [ 2o

Update & Patch management 23% 8

H

Chip security 17% i

‘ 14 further technology areas i

S

g

S

* Physical security countermeasures include device level tamper detection circuits, full metal shields, intrusion / access control systems. Note: Surveillance cameras etc. are NOT included.
Note: Numbers do not add up to 100% as most companies focus on several technology areas, data based on 150 companies. Source: loT Analytics 2017 List of loT Security Companies




Trust: security

USD (Billions)

huge Internet Of Things Cybersecurity Market
private investments Global Investment Per Year a5
40
: -S40
r $35
S r $30
- 825
$21
- $20
cybersecurity strategy
: s14 - 815
policy
$8 - $10
r g . . x . ! $0
2014E 2015E 2016E 2017E 2018E 2019E
Bl INTELLIGENCE
Source: Bl Intelligence, 2015
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Interoperability

Interoperability is the key element to inherently control

diversity and avoid fragmentation.

Diversity in SoS is not something to be solved, but an aspect that must be
embraced and managed:

« diversity means richness and added-value,

 diversity is an indicator of innovation,

* but fragmentation is a CPS/IoT enemy.

Some standards are available (e.g. in automation industry) but the lack of
interoperability is still a huge obstacle.
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SoS platforms

A CPS/loT ecosystem requires a secure and efficient platform

capable to orchestrate and manage it for the entire lifecycle.

The platform “competition” will probably require a long convergence process,
without a single winner, because a unified platform is unrealistic and senseless. But
at least the capability to securely and efficiently orchestrate the SoS infrastructure
across the entire lifecycle is a must.

» Platforms must provide a core set of functionalities: remote man.,
fleet man., provisioning, device abstraction, APls

» Platforms create the value network, being a reference architecture
that allows the integration of SoS, across multiple companies,
firms, technologies, standards, vertical domains, ...

+ Platforms promote CPS/loT adoption, specifically for starters.
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Conclusions —

CPS/loT market is still far from being a stable reality, at least for all the
potential stakeholders.

It is growing constantly, to a massive scale, with unprecedented
opportunities.

Technology is ready for the first wave of revenues, but a huge effort in
research and innovation is required to let the market scale to the estimated
dimensions.

The evolution of the market requires:

 to demolish the existing barriers,

« asignificant investment on the market drivers,

 astrong commitment of both companies and policy.

A European ecosystem is a high priority.
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