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Ubiquitous Computing Era
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Information technology born 
~1960

Computers communicate 
~1970

Mobility emerged 
~1990

Ubiquitous systems 
~2000/2005

Ambient intelligence 
~2005/2010

21 Sep 2023 Resource-Efficient Security for CPS | Kavun



4

Ubiquitous Computing Era

Medical & sensor systems
Smart home

Products, IPs

Security Concerns!!!

Electronic passports

Payment & toll-collection cards

Smartphones
Mobile applications

Automation components
Asset tracking systems

Car key systems
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Ubiquitous Computing Era
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Ubiquitous Computing Era

• Access control
• Data confidentiality
• Security
• Counterfeiting mitigations

Good security designs and 

architecture needed to 

resist attacks!
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Need for Security: Same Level?

• Conventional cryptography
– RSA
– Standard block cipher solutions (AES, etc.)

• Applications in
– Servers
– PCs
– “Strong” tablets, smartphones
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Need for Security: Same Level?

Embedded/IoT devices Resource-constrained!

Power and Energy Consumption: Lowest Possible!

Chip Area: Limited!

Need for Tailored Cryptography:

 to match these constraints:

Lightweight Cryptography
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Resource-Efficient!



Lightweight Cryptography

• Reduces computational efforts to provide security
– Cheaper than traditional crypto
– Not weak, but “sufficient„ security

• Many different proposals/implementations especially
in the last decade
– Public-key cryptography: ECC
– Stream ciphers: Grain, Trivium, etc.
– Hash functions: Photon, Quark, etc.
– Block ciphers

• Core for symmetric cryptography, stream ciphers, MACs, etc.
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Resource-Efficient Block Ciphers
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NIST LWC Standardization

12

• Lightweight Cryptography (LWC) Standardization Competition by NIST
• Specifically:

“Authenticated Encryption with Associated Data” (AEAD)

*Figure from “L. Cardoso Santos and J. López, Pipeline Oriented Implementation of NORX for ARM Processors, SBSEG’17”

21 Sep 2023 Resource-Efficient Security for CPS | Kavun



NIST LWC Standardization
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• In round format

• 10 finalists
ASCON, Elephant, GIFT-COFB, Grain128-AEAD, ISAP,
Photon-Beetle , Romulus, Sparkle , TinyJambu , Xoodyak

• ASCON selected

• Implementations on hardware
• Benchmarking implementations targeting low-cost modern FPGAs: 

A call launched in 2022
• FPGA benchmarking available for Round 2 candidates [1]

• Mohajerani et al., FPGA Benchmarking of Round 2 Candidates in the NIST Lightweight Cryptography Standardization 
Process: Methodology, Metrics, Tools, and Results, Cryptology ePrint Archive, Paper 2020/1207, 2020.
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ASCON
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Initial Proposals
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ISO/IEC 29192-2:2019
Information security — Lightweight cryptography — Part 2: Block ciphers

• Simple but strong design
• Well-studied 

substitution-permutation 
network (SPN)

• Targeting hardware
• Low-area

• Permutation is just 
wiring in hardware!
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Initial Proposals
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ISO/IEC 29192-2:2019
Information security — Lightweight cryptography — Part 2: Block ciphers
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• By SONY

• 128-bit key minimum

• Feistel network

• Balancing security, speed, cost

• Several Sboxes



Initial Proposals

18

ISO/IEC 29192-2:2019
Information security — Lightweight cryptography — Part 2: Block ciphers
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• 128-bit key minimum
• ARX

• modular Addition, bitwise 
Rotation, and bitwise XOR

• Faster than AES in software
• ~1.5-2 times



Initial Proposals
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• AES-like

• Works on nibbles

• Involution Sbox
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Initial Proposals
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• AES-like
• Uses PRESENT Sbox
• Consists of steps

• Number based on 
key size

• Each step 4 rounds



Proposals vs. Metrics
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• Initial proposals mostly address area in hardware / speed in software
• Other important metrics?

Security

Speed/Latency Area/PowerImplementation
(serial, round-based, unrolled)
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Hardware Metrics (*)

22

• Area
– Usually measured in μm2, but depends on technology and the 

standard cell library
– Hence stated in gate equivalents (GE) independent of the 

technology and library
– One GE is equivalent to the area required to implement the two-

input NAND gate (area derived by dividing the area in μm2 by the 
area of a two-input NAND gate)

• Cycles
– # of clock cycles required to compute and output the results

• Time
– Required time for a certain operation, i. e., # of cycles divided by 

operating frequency
* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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Hardware Metrics (*)
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• Throughput
– Bit rate production of a new output w.r.t., i. e., # of output bits 

divided by time (expressed in bits per second – bps –)

• Power
– Usually the power consumption estimated on the gate level by the 

synthesizer tool (typically in μW)
– Power estimations on transistor level are more accurate (more 

steps in design flow)

• Energy
– Power consumption over a certain time period, i. e., multiplicating

the power consumption with the required time (typically in μJ)

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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Implementation Architectures (*)

24

• Unrolled
– Whole encryption or decryption process is computed within only 

one clock cycle without using any registers in combinatorial circuit
– Low-latency

• Pipelined
– Circuit for whole encryption or decryption process is implemented 

(similar to unrolled), some registers are inserted in the critical path 
(path with maximum delay) to increase

– Higher throughput rate but with the cost of higher area and power 
consumption

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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Implementation Architectures (*)

25

• Round-based
– Each round function of the cipher is computed within one clock cycle
– Reduces area and power at cost of decreasing throughput

• Serialized
– Each round function computed in several clock cycles, and in each 

clock cycle, a small part of the round function is computed (e. g., 
only one S-box, or only one word of the linear layer)

– Lower area & power consumption, but also lowest throughput
– After a point, implementing control logic may require more overhead 

than before

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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Proposals vs. Metrics

26

Hardware Software

Area/
Code size ?

Latency/
Execution time ? ?

KATANKLEIN

LED

Piccolo
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Low-latency: The Need

27

IBM

Also,
• Intel SGX
• AMD SEV
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Low-latency in Focus
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* Knezevic et al., Low-Latency Encryption – Is “Lightweight = Light + Wait”?, CHES, 2012

1-cycle 2 cycles 1-cycle 2 cycles

Enc/Dec Enc/Dec
Shared Datapath

Unrolled
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Low-latency in Focus

29

Latency: Time to encrypt one block of data (ns)

* Knezevic et al., Low-Latency Encryption – Is “Lightweight = Light + Wait”?, CHES, 2012
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Low-latency in Focus
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Latency: Time to encrypt one block of data (ns)  per round

* Knezevic et al., Low-Latency Encryption – Is “Lightweight = Light + Wait”?, CHES, 2012
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Low-latency in Focus

31

Less area possible for encryption of one block of data?

Latency: Time to encrypt one block of data
(Corresponding area cost in GE)

* Knezevic et al., Low-Latency Encryption – Is “Lightweight = Light + Wait”?, CHES, 2012
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Low-latency in Focus

32

Less area possible for encryption of one block of data?

* Knezevic et al., Low-Latency Encryption – Is “Lightweight = Light + Wait”?, CHES, 2012

Latency: Time to encrypt one block of data
(Corresponding area cost in GE  per round)
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Low-latency in Focus: What is Important? (1/2)

33

• Keep the hardware cost of one round as low as possible
– Main savings in Sbox, smaller (3/4 bit Sboxes better)
– Even among these there are significant differences

• All rounds are unrolled
– Cipher can be thought as one big round
– Number of rounds hence is important, should be minimized

• All rounds same, decreases cost
– Less round complexity as well based on components, not too low
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Low-latency in Focus: What is Important? (2/2)

34

• Slightly heavy round with less/balanced number of rounds

• Simpler key schedule
– Should be independent of number of rounds
– Constant addition instead of key schedule should be preferred, if 

possible

• Minimum overhead for encryption and decryption
– Use involution
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Proposals vs. Metrics

35

Hardware Software

Area/
Code size

Latency/
Execution time ?

KATANKLEIN

LED

Piccolo
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Low-latency: PRINCE Cipher

36

• 64-bit block, 128-bit key

• Core cipher with 64-bit key

• 64-bit whitening keys (FX construction)

• 12 rounds
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Low-latency: PRINCE Core
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Low-latency: PRINCE Core Steps

38

SB Sbox

involution
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Low-latency: PRINCE Core Steps
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Low-latency: PRINCE Sbox

40

• 64000 Sboxes (and their inverses) with good cryptographic criteria 
are implemented and synthesized to obtain average gate counts

• Smallest Sbox selected

Area distribution of good Sboxes (90 nm)
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Low-latency: PRINCE Cipher

41

Results
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Low-latency: PRINCE Cipher

42

Results
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Low-latency: PRINCE Cipher (Round-based)
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Low-latency: PRINCE Cipher (Round-based)

44

Results
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PRINCE: Deployment (NXP)
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PRINCEv2 Cipher

46

• NIST lightweight security requirement:

• 112-bit security with at most 250 bytes of chosen data

• PRINCE cannot reach: Data complexity 2n, time complexity 2126-n

• PRINCEv2

• 64-bit block, 128-bit key

• Core cipher with 64-bit key

• 12 rounds

* Bozilov et al., PRINCEv2: More Security for (Almost) No Overhead, SAC, 2020
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Comparison of Low-Latency Proposals
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* Bozilov et al., PRINCEv2: More Security for (Almost) No Overhead, SAC, 2020

21 Sep 2023 Resource-Efficient Security for CPS | Kavun



Proposals vs. Metrics
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Hardware Software

Area/
Code size ?

Latency/
Execution time ? ?

KATANKLEIN

LED

Piccolo
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun

49

• A block cipher optimized for software implementations on 
widely-used embedded microprocessors
(e.g., Atmel ATmega8A)

 Benchmark
• SPECK-64/128 cipher of NSA* (also uses ATMega8A)

* Beaulieu et al, The Simon and Speck Families of Lightweight Block Ciphers, IACR ePrint Archive 2013/404, 2013
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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• Bitslicing idea used in design
– Brings additional permutation without any further effort

• Substitution-permutation network
• 64-bit block, 128-bit key, 64-bit whitening keys
• 20 rounds

– Last round different – no diffusion as it is not necessary
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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 Sbox: ANF

• a’ = fa(a, b, c, d)

b’ = fb(a, b, c, d)

c’ = fc(a, b, c, d)

d’ = fd(a, b, c, d)

Additional 
permutation
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Sbox
(formulation)

R0’ = R4 XOR (R0 AND R2)
R2’ = R6 XOR (R2 AND R4)
R4’ = R0 XOR (R0’ AND R2’)
R6’ = R2 XOR (R2’ AND R4’)

R1’ = R5 XOR (R1 AND R2)
R3’ = R7 XOR (R3 AND R5)
R5’ = R1 XOR (R1’ AND R3’)
R7’ = R3 XOR (R3’ AND R5’)

4-bit
involution
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Linear Layer
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Linear Layer
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L0 L1 L2 L3

Matrix multiplication with 16 x 16 matrices!

Should not be very costly: Look for efficiently implementable Li!

21 Sep 2023 Resource-Efficient Security for CPS | Kavun



Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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• Linear layer: Expensive

• One PRESENT round‘s linear layer cost:
– Just wiring (no cost) in hardware
– 144 clock cycles in software (Atmel ATmega8A)

• Try a different approach for better implementation
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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S S S S S S S S S S S S S S S S

Linear Layer L

S S S S S S S S S S S S S S S S

Block interleaving construction
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun

58

How to Choose Li

 Looking for “the cheapest implementation of a given linear layer L”?

NO!

 “Which good linear layer can be implemented with ‘N‘ (minimum)

instructions”?

• In turn it gives us also...

# of clock cycles for speed

#of bytes for code size

Instead...
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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 Search for ‘efficient‘ permutation matrices

• Look for 4 efficiently-implementable 16x16 binary permutation matrices

• Similar to Sbox search of Ullrich et al.*
 Search performed on hardware platform instead of software platform

 Faster search, larger search space

* Ullrich et al., Finding Optimal Bitsliced Implementations of 4 x 4-bit S-boxes, SKEW 2011
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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 Search in a subset of possible 16 x 16 matrices on FPGA platform

(reconfigurable hardware)

• 16 x 16 still quite large...

A B
C D8 x 8 Li
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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 Limit number of instructions

• CLC, EOR, MOV, MOVW, CLR, SWAP, ASR, ROR, ROL, LSR, LSL

 Limit number of used registers

• 2 state, 4 temporary registers

 Try all possible combinations of instructions and registers

 Save the matrices generating appropriate code

• Out of these, look for the ones with least instructions

 Ended up with 36 instructions for the whole linear layer!

• L0=7, L1=11, L2=7, L3=11, L0
-1=7, L1

-1=13, L2
-1=7, L3

-1=13
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Results
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Efficiency in Software: PRIDE Cipher
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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Results

AE
S-

12
8

SE
R

PE
N

T-
12

8

PR
ES

EN
T-

12
8

C
LE

FI
A-

12
8

SE
A-

96

N
O

EK
EO

N
-1

28

PR
IN

C
E-

12
8

IT
U

Be
e-

80

SI
M

O
N

-6
4/

12
8*

SP
EC

K-
64

/9
6*

SP
EC

K-
64

/1
28

*

PR
ID

E

Time
(Clock 
Cycles)

3159 49314 10792 28648 17745 23517 3614 2607 2000 1152 1200 1514

Code 
Size

(Bytes)
1570 7220 660 3046 386 364 1108 716 282 182 186 266

 Performance on Atmel AVR 8- bit microcontroller (encryption)

• PRIDE decryption: 1570 clock cycles and 282 bytes

 Results close to SPECK

• Good results for a “traditional” design

* Data & key read-write omitted
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ASCON?

64

* Yalcin et al., Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists, NIST Lightweight Crypto WS, 2022
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ASCON?
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* Yalcin et al., Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists, NIST Lightweight Crypto WS, 2022
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ASCON?
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* Yalcin et al., Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists, NIST Lightweight Crypto WS, 2022
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ASCON?
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* Yalcin et al., Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists, NIST Lightweight Crypto WS, 2022
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LWC on FPGAs

• ASIC vs. FPGA for LWC implementations

• Metrics may not always match
• Gates or Gate Equivalents vs. DSP and RAM Blocks

• Example study: PRESENT implementation [*]
• RAM-based
• Uses existing RAM blocks for storing internal states
• Hence reduces slice count
• Two versions

1. Sbox also on RAM (further #slice reduction)
2. Sbox on slices

[*] Kavun and Yalcin, RAM-Based Ultra-Lightweight FPGA Implementation of PRESENT, ReConFig’11, 2011.
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LWC on FPGAs

[*] Kavun and Yalcin, RAM-Based Ultra-Lightweight FPGA Implementation of PRESENT, ReConFig’11, 2011.
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LWC on FPGAs

[*] Kavun and Yalcin, RAM-Based Ultra-Lightweight FPGA Implementation of PRESENT, ReConFig’11, 2011.
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LWC on FPGAs

• Remarks

• Gates or Gate Equivalents (GE) vs. DSP and RAM Blocks
• Less #GE is required for lightweight ciphers in ASIC
• Sbox consumes lot of GEs (area)
• Hence, Sboxes in lightweight cipher designs optimized heavily
• However…

• Example:
• PRESENT cipher Sbox costs 25 GE (90 nm Faraday library)
• PRINCE cipher Sbox costs 16 GE (90 nm Faraday library)
• Same cost on FPGA

• (1 BRAM block, if PRINCE implemented similar to [*])
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Reality: Physical Attacks

Cryptographic 
Algorithm

Inputs Outputs

Classical attacks

Cryptographic  
Implementation

Logical inputs

Physical attacks

Physical inputs

Logical outputs

Physical outputs

Fault-injection 
attacks

Side-channel attacks
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Reality: Physical Attacks
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Reality: Physical Attacks
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun

74

Attack-resistant Lightweight Crypto Implementations
• Only efficiency and functionality not adequate

• Should also be resistant against physical attacks
• Side-channel attacks (SCA)
• Fault attacks

• Countermeasures
• Masking: Threshold implementations, etc.
• Redundancy
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Reality: Physical Attacks
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun

75

Countermeasures
• Masking – Novel techniques

• Threshold Implementations
• Domain-oriented masking
• Comes with cost, sharing of secret triples/quadruples costs 

(even for first-order security)

• Brings additional randomness as well
• Cost of random number generators – non-linear shift registers 

(NLFSRs)

• Redundancy against fault attacks
• For critical parts in the design (NLFSRs)
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Reality: Physical Attacks
27 Oct 2021New Directions in Resource-constrained Cryptography | Kavun
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PRINCE: When Protected
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Reality: Physical Attacks
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SCA-resistant “Threshold Implementation” of PRINCE

Bozilov et al (KU Leuven) at LWC Workshop 2016
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Reality: Physical Attacks
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SCA-resistant “Threshold Implementation” of PRINCE

• Applied on PRINCE Sbox: Algebraic degree 3, Class Q294
• Unprotected, round-based PRINCE
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Reality: Physical Attacks
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SCA-resistant “Threshold Implementation” of PRINCE

• Class Q294 sharing, first-order secure, 3 by 3 sharing
• No re-masking, sharing is uniform
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Reality: Physical Attacks
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SCA-resistant “Threshold Implementation” of PRINCE

• Class Q294 sharing, second-order secure, 5 by 10 sharing
• Re-masking applied
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Reality: Physical Attacks
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SCA-resistant “Threshold Implementation” of PRINCE
Results

PRINCE-128 (round-based implementation) unprotected

PRINCE-128 (round-based implementation) 1st-order secure

PRINCE-128 (round-based implementation) 2nd-order secure

Technology Area (GE)
ASIC, 90nm 3589

Technology Area (GE)
ASIC, 90nm 11958

Technology Area (GE)
ASIC, 90nm 21879
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Future Steps

82

• Development of novel resource-efficient ciphers

– Both SCA and fault attacks in mind

– With the cost of randomness in mind
• Needed for countermeasures

– Still more on better resource utilization!
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New Directions
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Low-latency

SCA resistance
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Thanks for listening!
Any questions?

(elif.kavun@uni-passau.de)

mailto:elif.kavun@uni-passau.de
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